Office of the Secretary Of Defense (OSD)
Assistant Secretary of Defense (Research & Engineering)
11.3 Small Business I nnovation Resear ch (SBIR)
Proposal Submission Instructions

Introduction

The Assistant Secretary of Defense (Research & Engineering) SBIR Program is sponsoring topics
in the Cyber-Physical Systems, Cognitive Readiness Personal Adaptive Training, Data Research, Energy
and Power, and Information Assurance technology focus areas in this solicitation.

The Army, Air Force, and Navy are participating in the OSD SBIR Program on this solicitation.
The service laboratories act as OSD’ s Agent in the management and execution of the contracts with small
businesses. The service laboratories, often referred to as a DoD Component acting on behalf of the OSD,
invite small businesses to submit proposals under the Small Business Innovation Research (SBIR)
Program Solicitation.

In order to participate in the OSD SBIR Program, all potential proposers should register on the
DoD SBIR Web site at  http://www.dodshir.net/submission as soon as possible. Follow the instructions
for electronic submittal of proposals. It isrequired that all proposers submit their proposal electronically
through the DoD SBIR/STTR Proposal Submission Web site at http://www.dodsbir.net/submission. If
you experience problems submitting your proposal, call the SBIR/STTR Help Desk (toll free) at 1-866-
724-7457.

Refer to Section 1.5 of the DoD Program Solicitation for the process of submitting questions on
SBIR and Solicitation Topics. During the Pre-release period proposers have an opportunity to contact
topic authors by telephone or e-mail to ask technical questions about specific solicitation topics, however,
proposal evaluation is conducted only on the written proposal. Contact during the Pre-release period is
considered informal, and will not be factored into the selection for award of contracts. Contact with the
topic authors by telephone or e-mail subsequent to the Pre-release period is prohibited. To obtain answers
to technical questions during the formal Solicitation period, please visit http://www.dodsbir.net/sitis.
Refer to the front section of the solicitation for the exact dates

OSD WILL NOT accept any proposals that are not submitted through the on-line
submission site. The submission site does not limit the overall file size for each electronic proposdl;
however, there is a 25-page limit. File uploads may take a great deal of time depending on your file size
and your internet server connection speed. If you wish to upload a very large file, it is highly
recommended that you submit your proposal prior to the deadline submittal date, asthe last day is heavily
trafficked. You are responsible for performing a virus check on each technical proposa file to be
uploaded electronically. The detection of avirus on any submission may be cause for the rejection of the
proposal.

Firms with strong research and development capabilities in science or engineering in any of the
topic areas described in this section and with the ability to commercialize the results are encouraged to
participate. Subject to availability of funds, the ASD(R&E) SBIR Program will support high quality
research and development proposals of innovative concepts to solve the listed defense-related scientific or
engineering problems, especially those concepts that also have high potential for commercialization in the
private sector. Objectives of the ASD(R&E) SBIR Program include stimulating technological innovation,
strengthening the role of small business in meeting DoD research and development needs, fostering and
encouraging participation by minority and disadvantaged persons in technological innovation, and
increasing the commercial application of DoD-supported research and development results. The
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guidelines presented in the solicitation incorporate and exploit the flexibility of the SBA Policy Directive
to encourage proposal's based on scientific and technical approaches most likely to yield results important
to DoD and the private sector.

Proposal Submission

Refer to Sections 3.0 and 6.0 of the DoD Program Solicitation for program requirements and
proposal submission. Proposals shall be submitted in response to a specific topic identified in the
following topic description sections. The topics listed are the only topics for which proposals will be
accepted. Scientific and technical information assistance may be requested by using the SBIR/STTR
Interactive Technical Information System (SITIS). OSD’stechnical proposal page limit is 25 pages.

Description of the OSD SBIR Three Phase Program

Phase | isto determine, insofar as possible, the scientific or technical merit and feasibility of ideas
submitted under the SBIR Program and will typically be one half-person year effort over a period not to
exceed six months, with a dollar value up to $150,000. OSD plans to fund three Phase | contracts, on
average, and down-select to one Phase Il contract per topic. This is assuming that the proposas are
sufficient in quality to fund this many. Proposals are evaluated using the Phase | evaluation criteria, in
accordance with Section 4.2 of the DoD Program Solicitation. Proposals should concentrate on research
and development which will significantly contribute to proving the scientific and technical feasibility of
the proposed effort, the successful completion of which is a prerequisite for further DoD support in Phase
Il. The measure of Phase | success includes technical performance toward the topic objectives and
evaluations of the extent to which Phase |1 results would have the potential to yield a product or process
of continuing importance to DoD and the private sector, in accordance with Section 4.3 of the DoD
Program Solicitation.

Subsequent Phase Il awards will be made to firms on the basis of results from the Phase | effort
and the scientific and technical merit of the Phase Il proposal in addressing the goas and objectives
described in the topic. Phase Il awards will typically cover two to five person-years of effort over a
period generally not to exceed 24 months (subject to negotiation), with a dollar value up to $1,000,000.
Phase Il is the principal research and development effort and is expected to produce a well defined
deliverable prototype or process. A more comprehensive proposal will be required for Phase 1.

For Phase I, no separate solicitation will be issued. Only firms awarded Phase | contracts, and
that have successfully completed their Phase | efforts, may be invited to submit a Phase Il proposal.
Invitations to submit Phase |1 proposals will be released approximately at the end of the Phase | period of
performance. The decision to invite a Phase Il proposal will be made based upon the success of the Phase
| contract to meet the technical goals of the topic, as well as the overall merit based upon the criteriain
Section 4.3. DaoD is not obligated to make any awards under Phase I, 1, or Ill. For specifics regarding
the evaluation and award of Phase | or |1 contracts, please read the front section of this solicitation very
carefully. Phase Il proposals will be reviewed for overall merit based upon the criteriain Section 4.3 of
this solicitation.

Under Phase I1I, the DoD may award non-SBIR funded follow-on contracts for products or
processes, which meet the Component mission needs. This solicitation is designed, in part, to encourage
the conversion of federally sponsored research and development innovation into private sector
applications. The small business is expected to use non-federal capital to pursue private sector
applications of the research and development.

OSsD -2



This solicitation is for Phase | proposals only. Any proposal submitted under prior SBIR
solicitations will not be considered under this solicitation; however, offerors who were not awarded a
contract in response to a particular topic under prior SBIR solicitations are free to update or modify and
submit the same or modified proposal if it isresponsive to any of the topicslisted in this section.

Phase |l PlusProgram

The OSD SBIR Program has a Phase 1l Plus Program, which provides matching SBIR funds to
expand an existing Phase Il contract that attracts investment funds from a DoD acquisition program, a
non-SBIR/non-STTR government program or Private sector investments. Phase |l Plus allows for an
existing Phase I1 OSD SBIR contract to be extended for up to one year per Phase Il Plus application, to
perform additional research and development. Phase |1 Plus matching funds will be provided on a one-
for-one basis up to a maximum $500,000 of SBIR funds. All Phase Il Plus awards are subject to
acceptance, review, and selection of candidate projects, are subject to availability of funding, and
successful negotiation and award of a Phase 1l Plus contract modification. The funds provided by the
DoD acquisition program or a non-SBIR/non-STTR government program must be obligated on the OSD
Phase |1 contract as a modification just prior to or concurrent with the OSD SBIR funds. Private sector
funds must be deemed an “outside investor” which may include such entities as another company, or an
investor. It does not include the owners or family members, or affiliates of the small business (13 CFR
121.103).

Fast Track Policy

The Fast Track provisions in Section 4.0 of this solicitation apply as follows. Under the Fast
Track policy, SBIR projects that attract matching cash from an outside investor for their Phase 11 effort
have an opportunity to receive interim funding between Phases | and 11, to be evaluated for Phase Il under
an expedited process, and to be selected for Phase Il award provided they meet or exceed the technical
thresholds and have met their Phase | technical goals, as discussed Section 4.5. Under the Fast Track
Program, a company submits a Fast Track application, including statement of work and cost estimate,
within 120 to 180 days of the award of a Phase | contract (see the Fast Track Application Form on
www.dodsbir.net/submission). Also submitted at this time is a commitment of third party funding for
Phase I1. Subsequently, the company must submit its Phase | Final Report and its Phase |1 proposal no
later than 210 days after the effective date of Phase I, and must certify, within 45 days of being selected
for Phase Il award, that all matching funds have been transferred to the company. For projects that qualify
for the Fast Track (as discussed in Section 4.5), DoD will evaluate the Phase |1 proposalsin an expedited
manner in accordance with the above criteria, and may select these proposals for Phase |1 award provided:
(1) they meet or exceed selection criteria (@) and (b) above and (2) the project has substantialy met its
Phase | technical goals (and assuming budgetary and other programmatic factors are met, as discussed in
Section 4.1). Fast Track proposals, having attracted matching cash from an outside investor,
presumptively meet criterion (c). However, selection and award of a Fast Track proposal is not mandated
and DaD retains the discretion not to select or fund any Fast Track proposal.

Follow-On Funding

In addition to supporting scientific and engineering research and devel opment, another important goal of
the program is conversion of DoD-supported research and development into commercia (both Defense
and Private Sector) products. Proposers are encouraged to obtain a contingent commitment for follow-on
funding prior to Phase || whereit isfelt that the research and development has commercialization
potential in either a Defense system or the private sector. Proposers who feel that their research and
devel opment has the potential to meet Defense system objectives or private sector market needs are
encouraged to obtain either non-SBIR DoD follow-on funding or non-federal follow-on funding, for
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Phase |11 to pursue commercialization development. The commitment should be obtained during the
course of Phase | performance, or early in the Phase |1 performance. This commitment may be contingent
upon the DaoD supported devel opment meeting some specific technical objectivesin Phase Il which if
met, would justify funding to pursue further development for commercial (either Defense related or
private sector) purposesin Phase I1l. The recipient will be permitted to obtain commercial rightsto any
invention made in either Phase | or Phase 11, subject to the patent policies stated elsewhere in this
solicitation and awarded contract.

The following pages contain a summary of the technology focus areas, followed by the topics.
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Cyber-Physical Systems Technology Focus Ar ea:

The Department of Defense relies on many electro-mechanic devices with some sort of computer
in them. These devicesinclude aircraft, spacecraft, missiles, vehicles, ships, and increasing smaller things
like rockets, rifles, and small robots. These devices are taking advantage of increasing computational
power to increase the amount of automated control and to take on increasingly more complex tasks.
Where the coupling of computational and physical domainsis tight, these devices are known as Cyber-
Physical Systems (CPS).

The topics written under this theme focus on:

1. Identifying and measuring the design, manufacturing, and operating principles of CPS that most
affect system cost, performance, and devel opment time.

2. Creating reference implementations (e.g., small ground robots or sensor control systems) that take
advantage of basic research in CPS.

3. Objectively and verifiably demonstrating the improvements in system cost, performance, and
development time of the reference implementations over similar systems which are not designed,
manufactured, or operated with a disciplined and orderly understanding of CPS challenges.

Thetopicin thisthemeis:

0OSD11-CP1 Enhancing Code Awareness in Software Devel opment Environment
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Cognitive Readiness Per sonal Adaptive Training Technology Focus Area:

The theme of the proposed effortsis to devel op innovative methodol ogies/software/ hardware that
will optimize an individua’s ability to learn, experience, and retain knowledge. It isimportant to ensure
that the lessons learned and knowledge retained prepares the individual for both their immediate mission
and their career goals.

The training and learning environments should permit the course material to be automatically
adaptable to incorporate the individual’ s cognitive strengths and weaknesses.  Thistype of adaptable
cognitive training would serve in afunction similar to a personal trainer/coach. It would learn about an
individual throughout their career and adapt course material in a manner best suited for the individual.
Thisinformation could be stored on a microchip/Common Access Card (CAC)-type device and serves as
an evolving personal adaptive trainer that makes the training more or less challenging depending upon the
individual’ s measured performance. Asan example, a pilot inserts the microchip into aflight simulator at
the beginning of each session. The microchip adjusts the information presented in the simulator based on
the pilot’s previous and current performances in the simulator.

The critical efforts towards developing personal adaptive trainersinclude: 1) Content and data
representation - The data must be digestible, trusted, and reusable within and across contexts in real time
or long-term tracking, 2) Robust and unobtrusive monitoring of an individual’ s performance, including
learning, fatigue, attention, and retention, 3) Diagnostic and predictive models for humans and agents -
Model generation needsto beinreal time and persistent. Models that require supercomputers for
development and execution will not be feasible, 4) Real-time validation and verification tags to promote
trust in the agents and their actions and assessments, and 5) Adaptive work and mission contexts — ability
to tailor the environment in which the individual works so that the simulator and the working
environment become one and the same.

The Cognitive Readiness Personal Adaptive Training Technology topics are:

0OSD11-CR1 Adaptive, individualized training assessment capability (AITAC)

0OSD11-CR2 Adaptive Desktop Trainer for ISR Imagery Analysis Based on Contextual
Factors

0OSD11-CR3 RPA Simulated Operational Communications and Coordination Integration for
Aircrew Learning (SOCIAL)

OSD11-CrR4 Integrated Adaptive SCORM, HLA and DIS Compliant Learning Content
Management System
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Data Resear ch Technology Focus Area:

The Department of Defense isincreasingly challenged by the amount of data available to analyze
and assess threats in every area of operations and support of the military. Inthe information age the
Department of Defense must counter traditional as well as asymmetric threats to national security.

Current military operations will use both sensor data as well as new types of information openly

available. Even more challenging is the identification of emerging threats, the definition of the features
used to classify these new threats, along with the means of detecting these feature to ensure an appropriate
and decisive military response.

Among the challenges within data analysis and use is the ability to overcome traditional sources
of bias, for example sensor bias or sampling bias, within the data and the reuse or misuse of data and
analysis for other than intended purposes. Sensor bias, for example, isimpacted by the collection method
which can lead to artificial impressions of network and activity shiftsin systems over time. Sampling
bias, as another example, can lead to an imbalance of coverage creating gaps overtime leading to risks of
“undiscoverable nodes’. The reuse of existing data sources expedites the data collection process but it
also has the negative impact of potentially being incomplete and inconsistent, having structural gaps and
limitations, or simply being old and no longer representative of the real world.

Research in the areas of mathematics, statistics, computational data analysis and visualization,
computational sciences and computer science are of interest. In addition to the application of research
methods and approaches, it isimportant to evaluate the impact of these efforts areas with regards to the
way they change how datais collected, analyzed and assessed to meet a prescribed time for operational
necessity and efficiency.

The Data Research Technology topics are:

0OSD11-DR1 Contextual Sociocultural Reasoning in Weak Signal Environments

0OSD11-DR2 Collaborative Visual Analytics Approach for Reasoning in Soft Information
Fusion Domains

OSD11-DR3 Visual Representation and Implementation of Culturally Significant Information
for Enhanced Tactical Decision-making

0OSD11-DR4 Building Semantic Knowledge of Large Data Sets through Collaborative Visua
Approaches

0OSD11-DR5 Innovative approaches to Situation Modeling, Threat Modeling and Threat
Prediction

0OsD11-DR6 Discovering Valued Information in a Cloud Environment

OSD11-DRY7 Video Datato DDMS Cards

OsD -7



Resilient Energy and Power Technology Focus Area

Engineering Resilient Systems is efficiently creating, fielding and evolving trusted defense systems
that readily adapt to the inevitable changes in threat, technology, and mission environments in awide
range of contexts. Such systems are easily reconfigured or replaced for enhanced adaptability. Applying
this concept to one of DoD’ s most crucia problems affecting future military systems, the development of
advanced power systems, draws out the challenge to design and build power and energy systems with
enough built-in resiliency to accommodate a wide range of dynamically changing mission scenarios,
maximizing time on station (efficiency), firepower (peak power), or survivability as the system priorities
change.

One area where both DoD and industry are lacking isin the area of cross domain tool development.
Research & Development in this technology theme will provide a better scientific understanding and
technical foundation for devel oping solutions the next generation of power systems synthesistools. The
majority of current tools are analysis tools, not synthesis tools — they target a specific domain and user
group with significant delineations between models even within a single technology or analytical
program; while access to cross domain tool sets linking multiple systems or holistically modeling single
systems from cradle to grave, is limited.

The Resilient Energy and Power Technology topics are:

OSD11-EP1 Silicon Carbide Device Model Development for Circuit Simulations
OSD11-EP2 Human Machine Interface to Power and Energy Network
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Information Assurance Technology in the Cyber Domain Focus Area

The cyber realm has emerged as adomain of battle where the DoD faces sophisticated and
persistent adversaries pursuing strategic goals, rather than monetary gains or harassment. Even when no
outward conflict is occurring, cyber adversaries may be exploiting our systems to gather information and
position themselves for advantage in longer-term campaigns.

The DoD relies on commercia off-the-shelf (COTS) technology for cost-effective and rapidly
advancing capabilities. However, COTS technology is equally available to aggressors to examine and
prepare methods of attack on their own timetable. Further, the DoD does not control production of COTS
hardware and software technology. Malicious elements could be inserted at any point in the supply chain
of developers and manufacturers. Even security software can be undermined if it runs in a compromised
environment. The situation is asymmetric. An attacker need only exploit afew flaws, while a defender
must try to eliminate or counter them all. With relatively small resources, an adversary can create attacks
marshalling large numbers of compromised components with damaging effect. The effort to safeguard
and defend our systems and to find and clean up compromised components can be staggering.

The challenge for research in cyber operations and security is to devel op techniques for operating
successfully in this threatened cyber environment, and to reduce or reverse the asymmetry. Techniques,
models, and tools are needed that allow cyber systems to accomplish their missions, with the assumption
of partial compromise, though the attacks that inflicted it may have gone undetected. Networked systems
must persevere, contain effects of incursions, blunt and frustrate attacks, and allow us to hunt and isolate
adversaries within our networks, at Internet speeds.

Within this broad context, the following are areas of particular interest.

o Distributed trust: models and protocols for establishing, evaluating, and sustaining the appropriate
level of trust among devices, components, or usersin distributed interactions. These may include
innovative authentication models and protocols, trust metrics and infrastructures, use of out-of-
band context information, and trust maintenance protocols.

¢ Resilient architectures: architectural models and techniques that enable functional capabilities to
continue despite disruption or compromise by an adversary. These may include techniques for
unpredictability, dispersion, redundancy, and tolerance in systems processing and storage to make
system tasks more difficult to target and disrupt.

e Visualization and decision support: analysis and presentation models and tool s that enable human
decision-makers to understand security and operational implications of cyber attacks and
compromises, in view of both the immediate situation and prolonged cyber adversary campaigns,
and to rapidly ascertain the best course of action to pursue.

e Response and cyber maneuver: techniques and tools that enable defenders to shape and minimize
the attack space, frustrate adversary planning, and take action to block, disrupt, remove, or
counter adversary actions. These may include techniques for polymorphism, obfuscation,
network agility, and mission modeling.

e Military-grade hardware and protocols: hardened techniques and components for key system
elements in situations where COTS is not sufficient, such as systems exposed to battlefield
environments or those with cyber-physical effects.

Also of strong interest are techniques and tools for establishing and maintaining component trust,

detecting and automatically responding to unanticipated methods of attack, and automatically recovering
and reconstituting system capabilities and information context during and after attack.
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The Information Assurance Technology in the Cyber Domain topics are:

OSD11-1A1
OSD11-1A2
OSD11-1A3
OSD11-1A4
OSD11-1A5
OSD11-1A6

Anti-Exploitation Software Protection Systems

Software Deception as a Countermeasure to Attacks on Software Protection Systems
Identification of Critical Resources and Cyber Threatsin the Physical Domain

Cyber Security High Abstraction Contextual Visualization and Decision Support System
Deterministic Detection for Hijacked Program Execution

Active Software Defense to Reduce Threat Capability Effectiveness
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0OSD11-CP1

OSD11-CR1
0OSD11-CR2
OSD11-CR3

OSD11-CR4

0OSD11-DR1
OSD11-DR2

OSD11-DR3

OSD11-DR4

0OSD11-DR5
0OSD11-DR6
OSD11-DR7

OSD11-EP1
OSD11-EP2

OSD11-1A1
OSD11-1A2
OSD11-1A3
OSD11-1A4
OSD11-1A5
OSD11-1A6

OSD SBIR 11.3 Topic Index

Enhancing Code Awareness in Software Development Environment

Adaptive, individualized training assessment capability (AITAC)

Adaptive Desktop Trainer for ISR Imagery Analysis Based on Contextual Factors

RPA Simulated Operational Communications and Coordination Integration for Aircrew
Learning (SOCIAL)

Integrated Adaptive SCORM, HLA and DIS Compliant L earning Content Management
System

Contextual Sociocultural Reasoning in Weak Signal Environments

Collaborative Visual Analytics Approach for Reasoning in Soft Information Fusion
Domains

Visual Representation and Implementation of Culturally Significant Information for
Enhanced Tactical Decision-making

Building Semantic Knowledge of Large Data Sets through Collaborative Visual
Approaches

Innovative approaches to Situation Modeling, Threat Modeling and Threat Prediction
Discovering Vaued Information in a Cloud Environment

Video Datato DDMS Cards

Silicon Carbide Device Modd Development for Circuit Simulations
Human Machine Interface to Power and Energy Network

Anti-Exploitation Software Protection Systems

Software Deception as a Countermeasure to Attacks on Software Protection Systems
Identification of Critical Resources and Cyber Threats in the Physical Domain

Cyber Security High Abstraction Contextual Visualization and Decision Support System
Deterministic Detection for Hijacked Program Execution

Active Software Defense to Reduce Threat Capability Effectiveness
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OSD SBIR 11.3 Topic Descriptions

0OSD11-CP1 TITLE: Enhancing Code Awareness in Software Development Environment

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: The objective to this solicitation is to develop techniques and methods for enhancing software
robustness and security during development by enhancing software developers’ understanding and awareness of
their works, via automated capture and documentation of design decision (ACD3).

DESCRIPTION: Achieving information dominance requires Department of Defense (DoD) to maintain trust,
availability and security within its information infrastructures. COTS based hardware and software in our computing
systems and the network are large, complex and hence inherently insecure. Currently flaws in software are the major
contributor to the vulnerability of cyber systems. Most if not al of these vulnerabilities originate from improper
software implementations. |dentified flaws that lead to improper implementations include, and are not limited to;
buffer overflow, stack and heap overflow, dangling pointers, input data format violation, race conditions and
deadlocks, etc. Significant investment has been made to address this issue through techniques that seek to provide
formal or other forms of software verification. However, complementary efforts to verification, an automated
method to enhance programmers awareness of his’her work during software development is under-explored.

Only rarely are al of the details for the implementation of software be specified in advance. Currently,
programmers make instantaneous detailed design decisions during software coding. These instantaneous decisions
(and assumptions) have far reaching effects, and they are often forgotten and lost. A tool that captures and
documents these design decisions (and hence assumptions) automatically as coding is in progress can significantly
enhance maintainability, robustness, and security of codes. The availability of these tools also presents an
opportunity to provide feedback to programmers to improve the correctness of their product and enhance
productivity and efficiency.

The objective to this solicitation is to develop techniques and methods for enhancing software robustness and
security during development by enhancing software developers' understanding and awareness of their works and to
develop a working prototype of a software development tool which performs automatic capture and document
programmer’'s design decisions (ACD3), as coding is in progress. This software development tool should be
applicable to one or more widely used programming languages, within common software development frameworks.
The development of this tool may employ one or more of the following (partial) list of methods: capture and
visualization of program structure and data, variable, and subroutine dependencies, capture of programmer's intent,
analysis and prediction of consequences, formal analysis, etc. This solicitation does not entertain methods and tools
specifically targeted for software verification.

PHASE I Architectural analysis and design for the automated capture & documentation of design decision (ACD3)
tool for an open-source software development environment of choice. Develop a proof of concept prototype for
ACD3. Identify the metrics that determine the prototype’ s value-added.

PHASE 1I: Develop afull functioning prototype of atool which performs automated capture & documentation of
design decision (ACD3) for an open-source software development environment of choice. Demonstrate the efficacy
for the tool.

PHASE |1l Dual Use Application: ACD3 is a valuable tool for both the DoD as well as for software developing
public. It should find its role in, and can be ported into, various open-source and proprietary software development
environments. ACD3 should also be applicable and portable to development environments of many different
programming languages for many different application spaces, such as high performance computing, mobile
devices, embedded systems, finance applications, cloud computing, the web and service oriented applications, etc.

REFERENCES:
1. Programmers Apprentice; http://csg.csail.mit.edu/CSGA rchives/memos/M emo-231.pdf
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2. Doxygen; http://www.stack.nl/~dimitri/doxygen/

3. Gradual Programming: Bridging the Semantic Gap;
http://www.cs.col orado.edu/~bec/papers/pl difit09-gradprog.pdf

4. “Program, Enhance Thyself!” — Demand-Driven Pattern-Oriented Program Enhancement
http://www.cs.vt.edu/~gback/papers/autoenhance-aosd2008. pdf

KEYWORDS: Software development environment, code quality, automated documentation, intent capture, on-the-
fly formal analysis, real-time lint tool

OSD11-CR1 TITLE: Adaptive, individualized training assessment capability (AITAC)

TECHNOLOGY AREAS: Information Systems, Human Systems

OBJECTIVE: The objective of this topic is to develop and implement a technique for building individualized
representations of trainee performance that can be used to assess current performance and to forecast future training
needs.

DESCRIPTION: Increasingly, instructional system developers are focusing their efforts on developing
individualizable and adaptable training capabilities [1]. The benefits of providing this type of instruction are well
documented [2] and are a direct result of the fact that individuals learn in different ways [3]. At the core of any
adaptive training system are representations of the trainee, in terms of their knowledge, skills and abilities [4]. These
representations are used by the instructional system to assess current trainee performance and to forecast the timing
and content of future instructional remediations. A key challenge with building truly individualizable and adaptable
training systems rests in the manner in which these trainee representations are developed. Typicaly, these
representations are created using pre-defined performance measures, bounded by static parameters. Once a boundary
is passed, a standard intervention is applied until the next iteration of performance assessment shows a return to
within-parameter conditions.

The challenges with this approach are threefold. First, the set of performance measures used in atraining system is
often based on speed and accuracy characteristics. This approach precludes adding individual trainee-and training
domain - unique measures, leading to a significant reduction in individualizability and adaptability. Second, the
selected set of performance measures relies on establishing predefined thresholds to establish ‘good’ and ‘ poor’
performance. This approach removes much of the richness and complexity of individual trainee performance,
leading to inadequate timing, presentation and selection of training remediation. Lastly, because training systems
base their anticipated training remediations on these static, average measurements, their future predictions of when
trainees will need remediation, and what the content of that remediation should be, are inaccurate.

The current topic seeks to address these three challenges by developing and implementing a technique for building
individualized representations of trainee performance that can be used to assess current performance and to forecast
future training needs. The desired approach includes three elements. The first element includes developing a
performance ontology that will: represent domain knowledge, reason about the elements and relations of that
domain, support evaluation of performance and interpretation of data and provide scoring models and criteria for
performance — to include cognitive, behavioral and physiological data [5]. The second element includes linking the
resultant ontology to artificial intelligence or machine learning techniques to: dynamically make inferences and
predictions about performance; and to handle uncertainty arising from latent variables or missing data [5]. The last
element requires demonstrating the effectiveness of this capability to both accurately assess current trainee
performance and to forecast future remediation requirements.

PHASE |: Define requirements for developing and implementing a technique for building individualized
representations of trainee performance that can be used to assess current performance and to forecast future training
needs. Requirements definition must include: a description of the overall ontology structure, the artificia
intelligence technique that will be used and how the two will integrate; a determination of the types and
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characteristics of metrics that will be captured and used; a detailed discussion of the specific domain to be
represented; and; and, a discussion of analysis and assessment techniques to be used. Phase Il plans should also be
provided, to include key component technological milestones and plans for testing and validation of the proposed
system and its components. Phase | should also include the processing and submission of any necessary human
subjects use protocols.

PHASE Il: Develop a prototype system based on the preliminary design from Phase |. All appropriate engineering
testing will be performed, and a critical design review will be performed to finalize the design. Phase Il deliverables
will include: (1.) aworking prototype of the system, (2) specification for its development, and (3) demonstration and
validation of ability to both accurately assess current trainee performance and to forecast future remediation
requirements.

PHASE I11: Thistechnology will have broad application in military as well as commercial settings.

Within the military, there is increasing emphasis on the ability to develop training systems that tailor their
instruction to individual trainee needs. Developing these ‘ cognitive tutors' is costly. Tools that will make building
these systems more cost effective, as well as make the training more effective are needed. The proposed effort will
enable the delivery of more effective training and will support knowledge sharing and reuse, leading to reduced up-
front development costs. Commercialy, the last severa years has witnessed a resurgence in interest in developing
individualized ‘digital tutor’ types of training systems for classroom (grades K-12) use (e.g. President Obama's 2011
State of the Union address), in support of Science, Technology, Engineering and Mathematics (STEM) education.
The much wider range of learner characteristics of the K-12 student population can only be addressed by the types
of technologies developed under this effort. Lastly, training in the commercia labor market is a multi-billion dollar
business. Technologies that facilitate the application of adaptive training tools to a wide range of domains will lead
to reduced cost and enhanced trainee learning experiences.

REFERENCES:
[1]. Fletcher, J.D. (2009). Education and Training Technology in the Military. Science 323:72-75.

[2]. Corbett, A, (2001). Cognitive Computer Tutors. Solving the Two-Sigma Problem. In M. Bauer, P.J.
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0OSD11-CR2 TITLE: Adaptive Desktop Trainer for ISR Imagery Analysis Based on Contextual
Factors

TECHNOLOGY AREAS: Information Systems, Human Systems

OBJECTIVE: Develop an adaptive desktop training device with underlying learning management system (LMS)
architecture to train ISR imagery analysis for better decision making by warfighters.

DESCRIPTION: ISR imagery data has become paramount to military success in current operations in Iraq and
Afghanistan. As more and more ISR platforms are being pushed into the operational environment it is becoming
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increasingly important to provide training that educates users on what they should expect to see from thisimagery in
the context that these assets will be deployed. Cultural, environmental, behavioral, economic, religious, and other
factors play a significant role in the types of imagery users will observe in the AOR. Being aware of the context
within a particular situation provides necessary information to determine if a potential target is for example: just
filling in a hole as part of his’her job or covering up an IED. Additionally, understanding current and evolving
tactics of insurgent operations are also an important factor in recognizing what is truly happening or about to happen
in a situation and can mean the difference between life or death of troops and innocent civilians. A desktop training
system is needed to train these users (Distributed Common Ground Station (DCGS) imagery analysts, Remotely
Piloted Aircraft (RPA) crew members, ground troops who utilize ROVER feeds, etc) on how to interpret the actions
they are seeing on the ground in order understand the significance of what is occurring and make better decisions
about what actionsto take. This system should provide an individually adaptive imagery training capability based on
an underlying LMS architecture to bring users to a high degree of skill level to recognize events and situations on
the ground using simulated Electro-Optical, Infrared, and Full Motion Video imagery. Furthermore, this system
should have the ability to ingest new insurgent TTP information and other important factors (cultural,
environmental, behavioral, economic, religious, etc) to adapt intelligent agent models and scenarios presented to
users so that training can remain up-to-date with current operations. Finally, this system, though first developed as a
standalone desktop environment, should have the capability for expansions into more complex operational
simulation environments.

PHASE I: This phase will identify content for the development effort based on an assessment of operational needs.
In addition, Phase | will develop a proof-of-concept desktop exemplar of the training and rehearsal concept to be
fully developed in the Phase |1 effort.

PHASE I1I: Will build upon Phase | to fully develop, refine, test and evaluate the components of the system to
include the underlying LM S, adaptive training course content, intelligent agent technologies and modular design for
integration with an operational ssimulation environment. The final prototype will demonstrate these capabilities as
well as the ability to ingest new or update material.

PHASE |1l DUAL-USE COMMERCIALIZATION:

Military Application: Imagery data for ISR is a major component of operations across all services. The developed
technology would be beneficial for imagery analysts and warfighters who utilize IMINT sensors in DCGS, RPA,
and ground operations.

Commercial Application: This training system would provide a beneficial tool for US Customs and Border
Protection, homeland security, and natural disaster relief personnel who perform analysis on imagery data for
decision making.
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KEYWORDS: Imagery Analysis, Personalized Learning, Adaptive Training, Learning Management System,
Desktop Training, Signal Detection, Imagery Intelligence Training

OSD11-CR3 TITLE: RPA Simulated Operational Communications and Coordination I ntegration for
Aircrew Learning (SOCIAL)

TECHNOLOGY AREAS: Electronics, Human Systems

OBJECTIVE: The objective of this effort is to research, develop and implement prototype capabilities to simulate
the communication and coordination of an operational Intelligence Surveillance and Reconnaissance environment
for the purpose of providing: (a) Realistic RPA crew mission task saturation; (b) enhanced integration and
coordination across an operational testbed environment; (c) a system to prototype, integrate and evaluate intelligent
agents and synthetic teammates from both government and commercial sources at various levels of fidelity.

DESCRIPTION: In August 2010 operational Remotely Piloted Aircraft (RPA) crews visited AFRL Mesato attend a
training effectiveness workshop. During the workshop operators were asked for ideas to improve training. The
consistent answer was to provide a capability for the RPA operators to interact and coordinate with other members
of the ISR community (e.g. Mission Intelligence Coordinators) as they do in real world operations. Again in
September 2010 during a follow up meeting with additional RPA crews, the same question was posed and the same
answer was given. A system is needed that will create realistic task saturation in a simulated environment for ISR
communication and coordination for improved training effectiveness for RPA operations and other command and
control assets. This system should employ synthetic and intelligent agent technology to provide operationally
realistic communication and coordination in the midst of a scenario but also have the capability to monitor
individual performance and adapt the level of saturation to provide the appropriate level based on individual
operator capabilities, essentially adaptive training for personalized learning. Additionally, the system should be
designed to utilize existing operational community text based communication mediums (e.g. mIRC chat) to
communicate. The modeled entities should be constructed synthetically and formatted so that both government and
COTS systems may be used in parallel. The level of fidelity can interchangeably range from basic scripting to
advanced intelligent architecture. The system should be capable of supporting multiple simulators for command and
control training within an operational testbed.

PHASE I: Will research the operational needs, and result in the development of the initial underlying software
architecture for this system and demonstrate its capabilities in a proof of concept to show functionality of each
component of the total system.

PHASE I1: Will fully develop the prototype software technology and underlying architecture and demonstrate the
capability to provide task saturation and adapt the levels of saturation in an operational testbed in three different
scenarios.

PHASE Il DUAL-USE COMMERCIALIZATION:

Military Application: The military isincreasingly relying more and more on chat communication for C2 operations.
The development of this system would provide a capability that would apply to several domains and provide a hew
capability to improve operator ability to handle task saturation through personalized and adaptive training.
Commercial Application: This capability provides an adaptive training technology for task saturation for chat based
communicationsin civilian contexts.
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OSD11-CR4 TITLE: Integrated Adaptive SCORM, HLA and DIS Compliant L earning Content
Management System

TECHNOLOGY AREAS: Human Systems

OBJECTIVE: Develop or modify existing Learning Management Systems (LMS) and Learning Content
Management Systems (LCMS) to be able to use a Computerized Adaptive Testing (CAT) like process to adapt to a
pre-established knowledge/skill baseline to dynamically alter SCORM, DIS, or HLA training content delivery

DESCRIPTION: Current military training is often linear and non-discriminatory. That is regardless of an
individual’s base knowledge and skills the training content remains the same. This is especialy true for DoD
Computer Learning Content Information Management Systems (CLCIMS). In order to be effective in these times of
high ops tempo with less and less opportunities for training, we need a training solution that is adaptive to an
individual’s needs and can customize training to better prepare them for their mission and career. For this training
solution to be a success at least four different components are required to interact with each another. 1) Develop or
modify existing Learning Management Systems (LMS) to allow easy incorporation of ever changing essential
competencies, skills, knowledge, and experience such as those defined in Air Force Mission Essential Tasks Lists
(METLS), Training Task Lists (TTLs) or the Mission Essential Competencies (MEC) analysis to establish baseline
skills and knowledge required for an individual to be successful in their mission/career rather than just training
modules. 2) Develop a way to capture performance during training content delivery and mapping them to the
establish baseline in the LMS. 3) Develop or modify existing Learning Content Management Systems (LCMS) to
be SCORM, DIS, and HLA compliant. 4) Incorporate a Computerized Adaptive Testing (CAT) like processinto the
Learning Content Management System. Fully integrated we expect the LMS to track an individual’s performance
mapped to an established baseline while the LCMS then dynamically adapt training scenarios/content based on the
information stored in the LCMS. Additionally having the LCMS SCORM, DIS, and HLA compliant, content
delivery can be in the form of Computer Based Training (CBT) or through a variety of Modeling and Simulation
toolsthat utilizes DIS'HLA protocols depending on what training content/scenario is delivered. This alowstraining
scenario/content to better fit the type of delivery to an appropriate learning environment. For the scope of this effort
the targeted training audience will be the Senior Intelligence Duty Officer (SIDO) and Intelligence Duty Officer
(IDO) of the Air and Space Operations Center (AOC). Their primary duties are Command and Control (C2)
coordination as it relates to intelligence on the combat ops floor. However, the architecture in this training solution
isideally content-agnostic such that you can adapt the system for a multitude of military and civilian application.

PHASE I: Define and document the framework to easily incorporate new data sets such as knowledge, skills, and
experiences into a LMS, identify how performance during content delivery is tracked and mapped to the LMS, to
develop or modify existing LCMS to be SCORM, HLA, and DIS compliant, and define how to integrate a CAT like
processinto the LCMS. Thisincludesidentifying current LMS and LCMS and how they can be modified. Or if itis
determined that anew LMS/LCMS is needed, define the approach.

PHASE II: Fully develop a proof of concept prototype to verify and demonstrate the four integrated component
capabilities using the SIDO and IDO as usage cases. Thisincludes the ability to add new data setsinto the LMS, the
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ability for the LCMS to deliver SCORM, HLA, and DIS content, and the LCMS dynamically altering training
content delivery based on performance tracking mapped to the baseline in the LMS.

PHASE |1l DUAL-USE COMMERCIALIZATION:

The proposed training solution is applicable to a variety of military and civilian applications. The immediate usage
case is directly applicable to most individuals with C2 coordination as a primary duty on the military side such as
those in Air Support Operations Centers (ASOC), Tactical Operation Centers (TOCs), Maritime Operation Centers
(MOCs). On the civilian side these will include personnel assigned to homeland security or natural disaster relief
C2 organizations at the county, state, or federal level. Additionally since the architecture is ideally content-
agnostic, it can be modified for the Human Resources domain, education domain, etc.
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OSD11-DR1 TITLE: Contextual Sociocultural Reasoning in Weak Signal Environments

TECHNOLOGY AREAS: Information Systems, Human Systems

OBJECTIVE: Develop a method and implement a technique to correlate a variety of sociocultural, environmental,
and geospatial data gathered from a region of interest to perform correlations and forecast likely future impacts of
observations.

DESCRIPTION: Irregular warfare, non-state terrorism movements, and uncertain environmental patterns that
trigger major weather disasters are producing a reality for military and government leaders where traditional
physics-based sensors alone are insufficient to plan current and future actions in a region on interest or need.
Context awareness is a critical requirement for decision makers because it provides important information about
situations and dynamics relevant to goals, functions, and data needs [1]. Strategies for achieving contextua
understanding can include observational data, a priori knowledge models, and inductive knowledge [2]. Contextual
understanding is generally achieved through a combination of human and computer processing techniques that take
advantage of a person’s cognitive ability to fuse and assimilate multiple sources and types of information for new
insights [3]. Inthe domains identified earlier in thistopic, it is critical to incorporate both hard and soft data to gain
an understanding of the delicate balance between individuals and groups in society and the environments
(geopoalitical, social, agricultural, etc.) upon which they depend. Test and evaluation of methods that fuse hard and
soft data are challenging due to the nature of the data, the test environment, and the metrics for determining
outcomes[4]. Unliketraditional military test and evaluation, however, data sources for this new type of problem are
not classified or difficult to obtain; open source data is available and plentiful but it is collected by a diverse group
of researchers. The challenge becomes correlating data of many different types that represent various aspects of a
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region of interest. This approach is similar to the signal processing approach of weak signal detection, that is used
to extract received signals [5], identify images in noisy backgrounds [6], and conduct remote sensing of land and
water resources for sustainable development of natural resources [7]. A novel approach to correlating a variety of
data sources to understand problems in an area and forecast conflict is described by [8]. In this example, the
potential conflict is the weak signal that is detected through the correlation of diverse datasets describing many
features of the region, to include demographic, political, social, economic, educational, agricultural, weather, etc. A
key challenge in integrating these disparate data is the semantic meaning implicit in the components of the overall
structure of the region.

The challenges with this approach include the following. First, amethod for collecting various datasets for aregion
of interest and correlating these for overall understanding and meaning is a nontrivial task. Many of the datasets are
based on different scales and involve different referents to the population or the environment. Second, a weighting
scale must be developed sufficient to provide representational meaning and inferential capabilities to the reasoning
tool. Third, a visual representation must be developed sufficient for a human to reason about the correlations; a
display that provides all of the facts but does not suggest inferences is insufficient and meaningless. Finaly, a
performance measurement capability is needed to compare the reasoning analytics to reasonable expectations for use
of such atool. Quantitative and qualitative metrics will be needed for such an application.

This topic seeks to address these challenges by developing and implementing a technique for correlating multiple
datasets for aregion of interest, weighting significant factors, and producing a set of forecasting aerts for a human
user sufficient to trigger planning and course of action considerations.

PHASE I: Define requirements for developing and implementing a technique for building a technique that can be
used to detect a‘weak signal’ or troublesome behavior in a population or region of interest. Requirements definition
must include: a description of the model components and the supporting relationships, the computational processing
technique that will be used and a description of the integration mechanisms, a determination of the types and
characteristics of the metrics that will be captured and used, a detailed discussion of the specific domain to be
represented, and a discussion of analysis and assessment techniques to be used. Phase Il plans should also be
provided, to include key component technological milestones and plans for testing and validation of the proposed
system and its components.

PHASE II: Produce a prototype system based on the preliminary design from Phase |. All appropriate engineering
testing will be performed, and a critical design review will be performed to finalize the design. Phase || deliverables
will include a working prototype of the system, specification for its development, and a demonstration and
validation of the ability to both accurately represent the model of the soft information fusion and the collaborative
visual analytics representation of the data.

PHASE I11: This technology will have broad application in military, government, and commercial settings. Within
the military and government, there is an increasing emphasis on understanding and forecasting group behaviors or
regions that are prone to conflict or environmental degredation. Currently, fusing information from these multiple
and divergent sources is extremely labor intensive and costly in terms of labor and time. Developing models that
can forecast likely disruptions to fragile populations or environments will be a powerful addition to strategic,
operational, and tactical decision making. The proposed effort will enable the delivery of more informed courses of
action supported by tractable information sources in a display environment that provides multiple views into the
problem space. Commercialy, the advanced sensor technologies have produced unprecedented amount of digital
information and applications by which to sort, collect, and share data. This sector has also witnessed a surge in
analytic processing, dissemination, and display capabilities. Harnessing these for multiple uses will reduce the cost
of integrating these techniques and improve the human decision making process.
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OSD11-DR2 TITLE: Collaborative Visual Analytics Approach for Reasoning in Soft Information
Fusion Domains

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Develop a method and implement a technique for using a collaborative visual analytics approach to
the soft information fusion domain to enable humans to reason more efficiently in this complex information space.

DESCRIPTION: Increasingly, information fusion for strategic and tactical military decisions is driven less by the
traditional physical domain and more by human or ‘soft’ sensor collectors and data products [1]. Recent trends in
social networking and advanced computing have contributed to a significant change in the ways in which humans
are represented in the information fusion domain; as targets and as sources of information [2]. As targets of the
fusion system, individuals and groups, operating as open or hidden networks, are less tractable by physical sensors
and the resulting behavior is difficult to infer and understand in advance of trigger events [3]. As information
sources, human reports are subject to reporting bias, uncertainty, incompleteness, ambiguity, corruption, and
perceptual/socia bias [2, 6]. Finaly, as decision makers, humans are distributed in time and space and require
access to collaborative technologies to synchronize data, share information, and visualize potential courses of action
[4]. In this extremely complicated space, understanding the data and manipulating the reasoning and display
technologies through a user interface are basic starting points for more advanced capabilities [5]. The field of visua
analytics has contributed tools to allow humans to solve analytical problems similar to those described above, albeit
in asingle user environment [7] or in a co-located team [8]. Collaborative Visual Analytics (CVA) is explored by
[9], who describe an environment to allow remote-collaborative information exploration and task sharing with
linked graphical interfaces. CVA has been used by an interdisciplinary team to predict the impact of global climate
change on US power grids [10] and emergency response management [12]. The power of CV A for decision making
in the soft information fusion domain stems from the inclusion of the socia process of effort sharing, discussion,
and consensus building [11] as well as the technical ability for team members to share representations, transate
differing perspectives, articulate arguments, update conclusions, and justify actions [13].
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The challenges with this topic are twofold. First, the soft information fusion domain is often described as ‘datarich
and model poor’, which leads to the underlying need for amodel that is flexible enough to incorporate disparate data
and structured enough to support a decision maker’s need to reason about the data. Second, collaborative visual
analytics that can display information relationships and a team of users individual reasoning requirements over
those data artifacts is a complicated proposition and demands careful study and technical design.

The current topic seeks to address those challenges by developing and implementing a technique for building a
collaborative visua analytics application for reasoning in a soft information fusion domain. The desired approach
includes three elements. The first element includes developing a semantic model that can incorporate and parse
elements of data into meaningful representations that are amenable to visual representation and manipulation. The
second element is a performance evaluation and scoring mechanism by which a user community can be rated on
ability to extract meaningful representations from the data. The last element requires demonstrating the
effectiveness of this capability to model adaptations based on information inputs and also to assess user decision
making as a function of the collaborative visua applicationsin asmall team.

PHASE I: Define requirements for developing and implementing a technique for building a semantic model of soft
information fusion that can be used in a collaborative visual analytics application for a small distributed team.
Requirements definition must include: a description of the model components and the supporting relationships, the
computational processing technique that will be used and a description of the integration mechanisms, a
determination of the types and characteristics of the metrics that will be captured and used, a detailed discussion of
the specific domain to be represented, and a discussion of analysis and assessment techniques to be used. Phase ||
plans should also be provided, to include key component technological milestones and plans for testing and
validation of the proposed system and its components.

PHASE II: Produce a prototype system based on the preliminary design from Phase |. All appropriate engineering
testing will be performed, and a critical design review will be performed to finalize the design. Phase Il deliverables
will include a working prototype of the system, specification for its development, and a demonstration and
validation of the ability to both accurately represent the model of the soft information fusion and the collaborative
visual analytics representation of the data.

PHASE I11: This technology will have broad application in military, government, and commercia settings. Within
the military and government, there is an increasing emphasis on understanding and forecasting group behaviors from
social media and online social communities in foreign nations that are potentially hostile to US and Coalition
interests. Currently, fusing information from these sources is extremely labor intensive and costly in terms of labor
and time. Developing models that can be adaptive to new information and that can be utilized by a team of people
with collaborative visual analytics reasoning tools will be a powerful addition to strategic, operational, and tactical
decision making. The proposed effort will enable the delivery of more informed courses of action supported by
tractable information sources in a display environment that provides multiple views into the problem space.
Commercially, the online social blogs and social networking sites have produced unprecedented amount of digital
information and applications by which to sort, collect, and share data. This sector has also witnessed a surge in
analytic processing, dissemination, and display capabilities. Harnessing these for multiple uses will reduce the cost
of integrating these techniques and improve the human decision making process.
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0OSD11-DR3 TITLE: Visual Representation and Implementation of Culturally Significant Information
for Enhanced Tactical Decision-making

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Using a visua analytics approach, develop a reasoning and display tool that will enable the visual
representation and implementation of culturally significant information for enhanced tactical decision-making in a
foreign and hostile environment.

DESCRIPTION: Modern warfare and conflict environments are drasticaly different from what was once
considered to be the norm [8]. Where once the norm consisted of countryside “ battlefield combat with distinct front
lines,” modern conflict increasingly occurs in urban areas lacking distinct boundaries [8], within foreign cultures,
where the focus is centered on the civilian population instead of the battlefield [1]. The discerning combatants from
civilians has become increasingly complex in that combatants are frequently dispersed throughout the civilian
population and without any clear uniform, it can be extremely difficult to discern friend from foe [8]. To further
complicate combatant and civilian distinctions, a civilian encountered as such one day may present as a combatant
another [8]. The conventional goal of overcoming an armed enemy is expanding, incorporating goodwill missions
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where the goa is to win over loca civilians [8]. Operating in foreign environments, warfighters often find
themselves in unfamiliar situations where they need to know how to resolve a situation appropriately in the context
of an alien culture [4]. Due to these expansions in military conflict norms, sociocultural knowledge has become a
critical factor for success in modern warfare environments [8]. Soldiers must understand a society’s values,
motivations, culture, and subcultures within in [1]. For mission success, it is critical for all Soldiers and
commanders to maintain cultural situational awareness when in a foreign environment [1]. Effective situational
awareness depends on the ahility to collect data from many distributed, heterogeneous information-sources and
through visual analytics, display the data so that it facilitates understanding of evolving events occurring within
complex and dynamic environments [3]. The military has applied visualization techniques to enhance decision
making [2]. Incorporating culturally significant information into a military database accessible by Soldiers and
commanders will enhance decision-making.

The challenges with this topic are threefold. First, building and maintaining foreign cultura awareness and
understanding societies where military operations are conducted has not always been a priority of the U.S. military
[7]. It has been suggested that the lack of preliminary efforts to understand the local populace and culture that our
forces operate in resulted in many of the early challenges encountered during Operations Iragi Freedom and
Enduring Freedom (OEF and OEF) [7]. Therefore, we are having back-track in order to develop and share cultural
awareness while still immersed in these foreign cultures, and situations that have been exasperated by our lack of
sociocultural awareness. Secondly, there are many challenges regarding data collection, entry, management, and
quality. For instance, in regards to data entry, a large issue occurs with entity resolution and relationship awareness.
How will a user discern two individuals with the same name? Answering these questions as well as exploring how
to best visually represent thisinformation to a user will be some challenges developers will confront. Regarding data
quality, given that information may be coming from many different sources, data may overlap, be incomplete, or
incorrect [5]. Determining how to overcome and compensate for these issues is an ongoing challenge for
developers. Developers will have to determine how to fuse information collected from various types of data sources
into meaningful information that will enhance human understanding without increasing user stress [3] and while
compensating for any data errors[5].

The current topic seeks to address these challenges by developing and implementing a visual analytics technique for
representing culturally significant information for enhanced tactical decision-making. This will include developing
a semantic model that can incorporate and parse elements of data into meaningful representations that are amenable
to visual representation and manipulation. Visual representations for sociocultural data that would prove critical for
military operations regarding mission planning, hostile conflicts, and goodwill encounters. Visual and computer
analytics should be employed to develop soft information and multi-source data fusion techniques. The tool should
enable reasoning so that the sociocultural information could be applied to relevant mission scenarios such as route
planning.

PHASE |: Define requirements for developing and implementing a technique for building a reasoning and display
tool for enhanced visual representation of culturaly significant information to promote commander decision
making. Requirements definition must include: a description of the model components and the supporting
relationships, the computational processing technique that will be used and a description of the integration
mechanisms, a determination of the types and characteristics of the metrics that will be captured and used, a detailed
discussion of the specific domain to be represented, and a discussion of analysis and assessment techniques to be
used. Phase Il plans should also be provided, to include key component technological milestones and plans for
testing and validation of the proposed system and its components.

PHASE II: Produce a prototype system based on the preliminary design from Phase |. All appropriate engineering
testing will be performed, and a critical design review will be performed to finalize the design. Phase Il deliverables
will include a working prototype of the system, specification for its development, and a demonstration and
validation of the ability to both accurately represent the model of the soft information fusion and the collaborative
visual analytics representation of the data.

PHASE Il1: This technology will have broad application in military, government, and commercial settings. Within
the military and government, there is an increasing emphasis on understanding sociocultural norms and behaviors of
communities in foreign nations that are potentially hostile to US and Coadlition interests. Currently, fusing
information from these sources is extremely labor intensive and costly in terms of labor and time. Developing
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collaborative visua analytics reasoning tools will be a powerful addition to strategic, operational, and tactical
decision making. The proposed effort will enable the delivery of more informed courses of action supported by
tractable information sources in a display environment that provides multiple views into the problem space.
Commercially, the online social blogs and social networking sites have produced unprecedented amount of digital
information and applications by which to sort, collect, and share data. This sector has also witnessed a surge in
analytic processing, dissemination, and display capabilities. Harnessing these for multiple uses will reduce the cost
of integrating these techniques and improve the human decision making process.
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OSD11-DR4 TITLE: Building Semantic Knowledge of Large Data Sets through Collaborative Visual
Approaches

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Provide a technology application that builds semantic knowledge through metadata tagging
capabilities and collaborative visual approaches, and includes multi-modal data feeds including text and visual data.

DESCRIPTION: Today's information systems generate massive amounts of data and the areas of Defense and
Homeland Security have the difficult task of quickly understanding and determining the crucia information from
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complex data systems [2,8]. Visual data mining and collaborative visual approaches to information can help handle
the influx of information [6]. Thereis a corpus of data that, if sufficient data mining capabilities existed, could aid
intelligence analysts in understanding information in near-real time [3]. A system that can extract information
automatically from various multi-modal data sources and the efficient customization of a system to a new domain
while defining a set of features and extraction rules are challenging tasks [1,7]. Many of the current folksomies do
not control for spelling variations, synonyms, or clarification of homonyms. Controlled vocabularies such as a
thesauri, classification schemes, and tools such as spell check or “text of 9 keys (T9)” could vastly reduce errors
within reported data, improve search quality as well as enhance information discovery within a large database
system [4]. Even if we could mine information via the tagged data, it is useless to users if it cannot be analyzed and
employed in an operational setting [5]. These controlled tags should be easily accessible and users should be able to
select and change appropriate tags at any time. An application with various user defined displays and layouts would
be most useful in building semantic knowledge [2].

Challenges for this topic include 1) identifying relevant multi-modal data sets that incorporate various forms of text
and visual data, 2) determine an effective tagging technique that can be used to increase accuracy of information
systems, 3) develop a method to run the application with supporting tags in a pre-existing system, 4) demonstrate the
ability to search and/or navigate the tagged database, 5) show the application’s capability for visual analysis with
various display options that can be utilized by distributed collaborative teams, 6) demonstrate the usefulness of this
application in the broad realms of military, government, and commercial settings.

PHASE |: Develop a research plan that establishes the proof of concept for the application that will enable data
tagging capabilities within a pre-existing large data set including text and visual data. Describe how the increased
tagging abilities will support advanced searching and integrated visual analysis of various display options. Estimate
the technical feasibility and value of the system and identify the essential technology issues that must be overcome
to achieve success. Prepare a comprehensive research and development proposal for Phase Il that includes critical
plans for testing and evaluation of the system and its components.

PHASE |1: Based on the preliminary plans of Phase I, produce a prototype application that is capable of enabling the
tagging of various forms of data within an existing data set. The prototype should lead to a demonstration of the
capability. Test the prototype in a large multi-sensor database including text and visual data to demonstrate the
technical feasibility and merit of the product. Demonstrate a capability of enhanced data search capabilities that
return relevant and related information for analysis that can be displayed in a variety of display options. Propose a
verification and validation process.

PHASE 1IlI: Produce an application capable of deployment in an operational setting that can be utilized by
distributed collaborative teams. Test the system in an operational setting as a component of a larger pre-existing
multi-sensor database. The application should provide metrics for performance assessment. The work should focus
on the ability to transition the tagging and searching system into the realm of military applications, other Federal
Agencies, and/or private sector markets.
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0OSD11-DR5 TITLE: Innovative approaches to Situation Modeling, Threat Modeling and Threat
Prediction

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Innovative approaches to Situation Modeling, Threat Modeling and Threat Prediction for improved
Situational Awareness.

DESCRIPTION: The Joint Directors of Laboratories (JDL) Subpanel on Data Fusion has defined Data Fusion as“a
process dealing with the association, correlation, and combination of data and information from single and multiple
sources to achieve refined position and identity estimates, and complete and timely assessments of situations and
threats, and their significance. The process is characterized by continuous refinements of its estimates and
assessments, and the evaluation of the need for additional sources, or modification of the process itself, to achieve
improved results’.

Steinberg, et a [Reference 1] later defined data fusion as “the process of combining data to refine state estimates
and predictions.” A breakout of the functional levels[1] is:

* Level 0 - Sub-Object Data Assessment: estimation and prediction of signal/object observable states on the basis of
pixel/signal level data association and characterization;

e Level 1 - Object Assessment: estimation and prediction of entity states on the basis of observation-to-track
association, continuous state estimation (e.g. kinematics) and discrete state estimation (e.g. target type and ID);

* Level 2 - Situation Assessment: estimation and prediction of relations among entities, to include force structure
and cross force relations, communications and perceptual influences, physical context, etc.;

» Level 3 - Impact Assessment: estimation and prediction of effects on situations of planned or estimated/predicted
actions by the participants; to include interactions between action plans of multiple players (e.g. assessing
susceptibilities and vulnerabilities to estimated/predicted threat actions given one's own planned actions);

* Level 4 - Process Refinement (an element of Resource Management): adaptive data acquisition and processing to
support mission objectives.

To date the majority of data fusion research, development, and applications focus primarily on the lowest levels of
data fusion (e.g., Level 1 — Object Refinement). The higher levels of information fusion (HLF) are inadequately
being addressed, in particular the areas of Situation Modeling, Threat Modeling, and Threat Prediction. This SBIR
effort will therefore address these three domains, taking into account bias, uncertainty, and ambiguity within the
data
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The specific area of research to be addressed for this topic is: research, development and application of novel
methods to model and characterize the quality of data when it is reused for aternative purposes. This includes
estimating the uncertainty or error in the resulting analysis due to the alternative data usage. The data that are
available for reuse could include a mixture of quantitative/qualitative data types and are from structured and
unstructured repositories or sources.

Impact: One could understand what is missing in the data and fill in the gaps by gaining a better understanding of
how and why the original data were collected. Of particular interest are situations where data are gathered across
different domains (physical, non-physical, cyber, medical, etc.) and are subsequently used for analysis in another
domain.

PHASE I: The proposa for Phase | should identify an innovative approach for improving situational awareness
through the use of novel methods to model and characterize the quality of data when it is reused for aternative
purposes. Thisincludes estimating the uncertainty or error in the resulting analysis due to the alternative data usage.
The data that are available for reuse could include a mixture of quantitative/qualitative data types and are from
structured and unstructured repositories or sources. The study should provide a detailed discussion on uncertain,
incomplete and ambiguous data/information and how it is used in the Higher Level Fusion process.

PHASE II: In Phase I, development of a prototype Higher Level Information Fusion system based on the Phase |
design. Demonstrate the developed Higher Level Information Fusion prototype to prove feasibility for improving
situational awareness by novel methods to model and characterize the quality of data when it is reused for
alternative purposes through the development of novel methods to model and characterize the quality of datawhen it
isreused for alternative purposes.

PHASE Il Dual Use Applications: There are many dual use applications of Information Fusion techniques. For
example in the law enforcement community, this research could be applied to counter narcotics arena or Homeland
Defense. On the commercial side, this research is applicable to business intelligence, where companies attempt to
determine what their competitors are doing by collecting and analyzing data available over the web.
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0OSD11-DR6 TITLE: Discovering Valued Information in a Cloud Environment

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Design and implement a populated architecture that can quickly and efficiently discover actionable
tactical information contained or derived from large parallel data stores. A user friendly interface should be able to
translate a condition of interest into a parallelized map reduce job. The system should also be able to recognize
redundancies in data held within large parallel data stores to prevent sparse evidence from being viewed as a well
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supported inference. The mature system should provide a common data currency for exchange across a large
parallel enterprise through use of data dictionaries, shared ontologies and maps to data sources. A request for
unusual events must be understand in the context of many types of data and many different types of mission
information requirements. All data and services should be discoverable by a tactical user equipped with only a
PDA.

DESCRIPTION: In combating terrorism the need exists to monitor at risk individuals and groups. The data sources
to achieve this goal can consist of military sensors and sources as well as open source literature. Key data types that
may contain valued information include unstructured text, audio files, images, high resolution imagery, wide area
airborne imagery and biometric data Currently, there does not exist a way to run specific searches in response to a
tactical information need against large distributed data stores. Sensor data can be 1) stored in a large data archive
for retrieval and extraction, 2) kept at an aggregation node (gateway), or 3) remain close to smart sensor and triggers
provided for data distribution. The goal of the topic is to mature a set of map reduce tools that can address key
warfighter questions quickly by fusing interim results obtained by running code in parallel across numerous multi-
INT data stores. Map reduce jobs must be configured and activated by an easy to use tactical PDA based user
interface that understands the language commonly used to express priority and specific information requirements.
After a single knowledge product is produced from the combination of many work tasks applied across many data
stores, that product must be delivered to the warfighter. The matured system must be able to produce answers in
real time. For this topic, offerors may work with the following distributed data sources; warfighter observations
containing time/location stamps and unstructured text, images with time/location stamps and unstructured text
comments; and biometric reports containing time/location stamps. Phase 1 performers may work with synthetic
data. The Hadoop framework should be utilized. The offeror should work towards a capability to alow a
warfighter to ask for activity reports relevant to alocation over a specified time and receive a summary derived from
the content of distributed data stores. The specific challenges of this topic include: 1) Maturing a set of related map
reduce jobs that can act on distributed stored images/imagery, unstructured text and biometrics data to find data that
relates to a priority or specific information requirement 2) Development of a level one fusion engine based on
FrameNet that can combine the output of a number of map reduce jobs run against a distributed data store to
produce a single knowledge product 3) Development of a user GUI that allows the warfighter to input a time/space
bounded information requirements and be returned successfully mined information 4) development of semantic
search map reduce jobs and a PDA triggered workflow manager.

Research in the areas of mathematics, statistics, computational data analysis and visualization, computational
sciences and computer science are of interest. In addition to the application of research methods and approaches, it
is important to evaluate the impact of these efforts areas with regards to the way they change how data is collected,
analyzed and assessed to meet a prescribed time for operational necessity and efficiency. It is of value to use open
standards to reduce costs [4].

The OSD is interested in innovative R&D that involves technical risk. Proposed work should have technical and
scientific merit. Creative solutions are encouraged.

PHASE I: Complete a plan and detailed approach for populating an architecture that can address warfighter
guestions by simultaneously processing multi-INT distributed data stores. Identify the critical technology issues that
must be overcome to achieve success. Technical work should focus on the reduction of key risk areas. For a
constrained set of warfighter questions and distributed data stores, demonstrate that phase 1 risk reduction work has
shown that a full implementation of the approach istechnically tractable. Prepare arevised research plan for Phase
2 that addresses critical issues.

PHASE [I: Produce a prototype system that is capable of distributed processing in a cloud environment. The
prototype system should assemble information by automated means, provide performance metrics and offer
visualization appropriate to user’s device. Produce a prototype distributed processing service that can produce
accurate answers to warfighter questions by simultaneoudly processing large distributed varied data sources. The
prototype should enable a demonstration of the capability to be conducted using relevant data sources, some of
which may be classified. The prototype should be capable of operating in areal time mode. Identify appropriate
test performance dependent variables and make trade-off studies. Address bias in data processing due to redundant
sampling. The prototype should be relevant to both DoD and commercial use cases.
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PHASE I11: Produce a system capable of deployment in an operational setting. The work should focus on a specific
user environment intended for product transition. Test the system in an operational setting in a stand-alone mode or
as a component of shared processing environment. The work should work towards a transition to program of record,
military organization or commercia product. The system should adhere to open standards and use registered COI
vocabulary and ontologies where feasible.
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OSD11-DR7 TITLE: Video Datato DDMS Cards

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Design and system that can automatically generate a stream of metadata cards consistent with the
DoD Discovery Metadata Specification (DDMS). Currently the dissemination of video data requires that a human
isolates and annotates specific frames. Metadata cards that are exposed to DoD ISR enterprise contain little more
that the coordinates of the area that was imaged and the time markers for the first and last frame. Semantic searches
on large video holdings cannot currently be done. This topic seeks to support technology maturation as needed to
enable real time and forensic semantic searches on video data.

DESCRIPTION: In combating terrorism the need exists to better exploit video data in real time for force protection
and mission execution. In recent years, major advancements in video analytics have enabled object and selected rule
based behavior recognition, but connecting the expressions used in describing these detections semanticaly to
priority and specific intelligence requirements has lagged. The specific challenges of thistopic include:

1) Authoring a mapping of typical tactical warfightr priority and specific intelligence requirements to the possible
output of video analytic engines 2) Development DDM S compliant real time video analytic engines 3) Expansion of
the DDMS specification as needed to better capture the semantics of video understanding and mission intelligence
requirements 4) Focusing and expansion of video analytic capabilities to be more responsive to priority and specific
tactical intelligence requirements 5) Development of a user GUI that alows the warfighter to input priority and
specific information requirements and map those questions into standing DDM S compliant metadata card searches
6) development of the overall system architecture that enables the workflow described above 7) development of
visualization technology that allows the warfighter to quickly understand the significance of returned data to his’her
set of information requirements.

Research in the areas of mathematics, statistics, computational data analysis and visualization, computational
sciences and computer science are of interest. I1n addition to the application of research methods and approaches, it
is important to evaluate the impact of these efforts areas with regards to the way they change how data is collected,
analyzed and assessed to meet a prescribed time for operational necessity and efficiency. It is of value to use open
standards to reduce costs.

The OSD is interested in innovative R&D that involves technical risk. Proposed work should have technical and
scientific merit. Creative solutions are encouraged.

OSD - 29



PHASE I: Complete a plan and detailed approach for populating an architecture that enables video processors to
automatically publish metadata cards that are compliant to the DDMS specification and responsive to tactical
priority and specific intelligence requirements. Identify the critical technology issues that must be overcome to
achieve success. Technical work should focus on the reduction of key risk areas. For a constrained set of warfighter
priority and specific intelligence requirements and a constrained set of entities and behaviors of interest, demonstrate
that phase 1 risk reduction work has shown that a full implementation of the approach is technically tractable.
Prepare arevised research plan for Phase 2 that addresses critical issues.

PHASE I1: Produce a prototype system that is capable of trandlating full motion video into a set of DDMS compliant
semantic meta data cards that can be automatically connected to subscribed to priority and specific intelligence
requirements. The prototype system should run at the sensor and fully connect to the DoD ISR enterprise and
command and control programs of record. Produce a prototype distributed processing service that can automatically
deliver the right video clip to the right warfighter by simultaneously tagging video and understanding information
subscriptions. The prototype should enable a demonstration of the capability to be conducted using relevant data
sources, some of which may be classified. The prototype should be capable of operating in areal time mode. The
prototype should be relevant to both DoD and commercial use cases.

PHASE I11: Produce a system capable of deployment in an operational setting. The work should focus on a specific
user environment intended for product transition. Test the system in an operational setting in a stand-alone mode or
as a component of shared processing environment. The work should work towards a transition to program of record,
military organization or commercia product. The system should adhere to open standards and use registered COI
vocabulary and ontologies where feasible.
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OSD11-EP1 TITLE: Silicon Carbide Device Model Development for Circuit Simulations

TECHNOLOGY AREAS: Ground/Sea Vehicles, Electronics
ACQUISITION PROGRAM: PEO CS&CSS

OBJECTIVE: The development of fast SIC device models for high level circuit-design packages such as, for
example, Pspice and Sabre.

DESCRIPTION: The military has been developing advanced high-power wide bandgap semiconductor electronic
devices, especialy in silicon carbide (SiC), for improved efficiency and high-temperature (100 to 200 °C) operation.
SiC Schottky diodes are beginning to be broadly incorporated into power electronic systems, with the expectation
that SiC-based power switches (such as MOSFETs and JFETS) will soon follow. Design of efficient SiC-based
power systems requires a detailed understanding of the circuit operation of SiIC power devices. Compact circuit
models with a high degree of accuracy, yet portable, are critical to the design process and require fast device models.

Much work has gone into developing device models to accurately predict performance of individual devices and
such devices are now commercialy available. There is a need to develop the next level of models to provide circuit
designers the ability to evaluate circuits that utilize these devices such as been done for silicon-based electronic
packages. These models will need to take into account the multi-disciplinary modeling requirements to accurately
predict how the devices will function in circuits. The models should address electrical, thermal, mechanical, and
material calculations while providing the designer accurate results in steady state, time, and frequency domains.
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Particular challenges include the development of high-speed models appropriate for circuit level design while
maintaining the accuracy of models based on first principles from device physics, thermodynamics, heat transfer,
mechanics, and material science.

PHASE I: Provide initial innovative device modeling that can enable the reliable design of SIC power circuits.
Demonstrate the feasibility of expanding the initial modeling concept to all design criteria desired in the above
description. All models should be scalable and of flexible use for multiple applications.

PHASE Il: Develop and mature the model from Phase | to include electrical, thermal, mechanical, and material
calculations. The model’s reliability should be demonstrated on at least two independent SiC circuits of differing
utility while providing accurate results in steady state, time, and frequency domains.

PHASE I11I: Further expand the utility of the model under varying circuit design and conditions while enhancing
portability. Undergo more rigorous test and evaluation on a greater variety of circuits.
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3. T.R. McNutt, A.R. Hefner, J., HA. Mantooth, D. Berning, and S-H Ryu, IEEE Transactions on Power
Electronics, val. 22, pp. 353-363 (2007).

4. S. Potbhare, N. Goldsman, A. Lélis, JM. McGarrity, F.B. McLean, and D. Habersat, IEEE Transactions on
Electron Devices, vol. 55, pp. 2029-2040 (2008).
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OSD11-EP2 TITLE: Human Machine Interface to Power and Energy Network

TECHNOLOGY AREAS: Ground/Sea Vehicles, Electronics
ACQUISITION PROGRAM: PEO CS& CSS

OBJECTIVE: To develop a semi-autonomous operator's control center for operational power and energy networks
in military systems.

DESCRIPTION: The military has been developing advanced Power and Energy Networks that will allow for more
efficient, flexible, and resilient energy security systems. There is a need to develop the human-machine interface
enabling the operator to control and influence the network, ensuring the network is achieving its optimal potential in
relevant operational environments. The interface would need to display the state of the system and al components
that make up the power and energy network as well as alow for controlling that state, including alerts of power
spikes or drains, thermal issues, electrical parameters and discontinuities, and mechanical health. The interface will
display recommendations for steps the operator may undertake to mitigate any problems, ranging from additional
focused monitoring to manual emergency shut-down.

Challenges include the development and integration of appropriate models that represent the power and energy
system and obtaining accurate sensor information from constituent devices. Further challenges are displaying the
information in an understandable format and allowing for an efficient response time for the operator interaction with
the network's mechanics.

PHASE |: Catalogue and report the current state of the art cognitive visualization models. To be included is the

human factor engineering specifications of utilizing the visual space and design for optimizing understanding of the
network state. Care should be directed to determining when the network state goes beyond specific metrics
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requiring human interruption to restore normalcy with suggested actionable options. Catalogue and report the
current state of the art of autonomous technology for power and energy networks and controls. Report the possible
integration points of combining the two areas into a system that would allow for semi-autonomous control of a
power and energy system.

PHASE Il: Identify the technical gaps from merging the cognitive visualization with the autonomous tools that
engage the user and allow for understanding at an unburdened state. Begin the process of modeling, prioritizing and
solving the gaps to create a system that is adaptable and robust to meet any unanticipated, emergent phenomenon.
Begin preliminary design of system architecture and hardware for the automated control of simple and complex
power network, with human-machine information exchange displays and interaction.

PHASE I11: Further expand the utility of the model and the interaction hardware for display and controls. Undergo
more rigorous test and evaluation on complex networks likened to large Forward Operating Base, Remote-Austere
Airfields, Electric Ships, and vehicles.

REFERENCES:
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OSD11-1A1 TITLE: Anti-Exploitation Software Protection Systems

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Develop software protection systems that are difficult to exploit once an adversary gains entry.
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DESCRIPTION: State-of-the-art software protection and anti-tamper systems are built based upon three basic
tenets: (1) reduce system susceptibilities, (2) move critical information out-of-band to the attacker, and (2) reduce
the effectiveness of our adversaries’ capabilities through detection, response and adaptive mechanisms [1]. For the
most part, however, computer, sensor, and weapons systems are built using untrusted commercial-off-the-shelf
(COTS) parts. Supply chain threats to critical components, such as hardware or firmware Trojans, have invalidated
the assumption that we can move our critica software and data “out-of-band” to the adversary, such as in a
hypervisor or on “secure” hardware, since the hardware components on which the software ultimately executes is
untrusted [2]. Detection techniques currently being researched to address this class of threat, while important and
useful, only reduce the likelihood of exploitation, not eliminate it; and it is only a matter of time before those
measures fail. In short, the concept of keeping an adversary outside of a protected volume, layer, or device has been
completely eroded by supply chain threats. As a result, one must take a long-term strategic view and assume in
designing protection systems that an unknown subset of the system on which that software executes (e.g., an
integrated circuit, printed circuit board, or subsystem) will eventually be compromised.

While novel techniques have been proposed for mitigating low-level persistent threats, such as firmware and
hardware Trojans in COTS hard disk drives and other peripherals in desktop systems, the typical attack surface of a
computer or weapon system is so large that these approaches and concepts, even if successfully applied to these
devices, will not scale to protect the entire system. One must, therefore, re-think the fundamental approach to
building software protection and anti-tamper systems. The goal of this topic is to maintain mission assurance and
the protection of the critical intellectual property in the event a subset of the system is exploited (e.g., due to supply
chain compromise).

Desired architectural attributes of the protection system include, but are not limited to, dynamic/maneuverable
protections that force the adversary to exploit a moving target; systems that distributed/fractionate [3] the critical
information being protected and force the adversary to attack multiple nodes simultaneously to avoid attack
mitigation; redundant systems that maintain mission assurance even in the presence of a subset of compromised and
exploited end-nodes; heterogeneous systems that force the development of multiple attack delivery methods and
payloads, metamorphism that changes the perceived operational environment and targeted vulnerabilities, and
disruptive techniques that break command and control of malicious agents to prevent exploitation.

PHASE |: 1) Design and architect a software protection system containing one or more of the above-mentioned
attributes. Development of a minimal prototype to demonstrate feasibility would be beneficial, but is not required
provided sufficient design documentation is made available. 2) Develop metrics and a strategy for measuring the
effectiveness of the proposed approach. 3) Produce a detailed research report outlining the design and architecture
of the system, as well as the advantages and disadvantages of the proposed approach.

PHASE I1I: 1) Based on the results from Phase |, design and implement a fully functioning prototype solution. 2)
Provide test and evaluation results that demonstrate the effectiveness of the overall system. 3) Develop afinal report
completely describing the design and architecture.

PHASE Il DUAL-USE APPLICATIONS: The technology developed under this research topic will maintain
mission assurance in the presence of compromised end-nodes and exploited subsystems. DoD applications that will
benefit from this technology include a wide range of embedded, sensor, navigation, avionics, and communication
systems. Commercial applications include financial, communication, and SCADA systems. As a result, this
technology is vita for both the DoD and commercia organizations.

REFERENCES:
[1] The Three Tenets of Cyber Security, http://spi.dod.mil/tenets.htm

[2] lain Sutherland, Gareth Davies, and Andrew Blyth, “Malware and steganography in hard disk firmware,” Journal
of Computer Virology, DOI 10.1007/s11416-010-0149-x, http://www.springerlink.com/content/d64241r80gk50824/

[3] United States Air Force Chief Scientist, “Report on Technology Horizons: A Vision for Air Force Science &

Technology during 2010-2030"
http://www.aviationweek.com/media/pdf/Check6/USAF_Technology Horizons report.pdf
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OSD11-1A2 TITLE: Software Deception as a Countermeasure to Attacks on Software Protection
Systems

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Develop innovative countermeasures to attacks on critical software using software decoys and
deception.

DESCRIPTION: The effective use of deception in traditional warfare dates back thousands of years [1]. Most
notably, its effective use has been demonstrated in World War 11 [2] and Operation Desert Storm [1]. However,
research on the use of software decoys and deception, as a defensive mechanism in software protection systems is
currently limited. There are a number of possible reasons for this. First, deceptive techniques do not (by
themselves) provide secure systems, since they often are dependent on the mindset of the adversary, which is either
not known or not well modeled. Secondly, deception techniques are often viewed as ‘single use' technology, since
once the deception is exposed that particular deceptive technique can no longer be used in the same scenario. Third,
software decoys often cannot be generalized and require tailoring by subject matter experts to make them
indistinguishable from the legitimate applications that are the target of attack. Software deception [3] has, therefore,
become a highly underutilized tactic in an overall strategy to defeat cyber attacks by providing alayered defense.

To remedy the disadvantages noted above, we desire to develop a software deception strategy and architecture, with
techniques that can measurably increase the effectiveness of software protection systems with statistical
significance. This topic will contribute to an overall plan to understand the adversary’s strategies and tactics in
order to build real-time adaptive software protection systems. Components to the plan include inferring adversarial
intent to determine the purpose of the attack; extracting adversarial reasoning to determine our opponents goals and
strategy in order to predict their ‘next move’, and the use of deception for tactical advantages, including attack
misdirection and avoidance. Research areas of interest include, but are not limited to, the use of deception for (1)
adversarial intent (2) adversarial reasoning [4], (3) attacker attribution, (4) attack avoidance/delay, and (5)
intelligence gathering.

PHASE I: 1) Develop a strategy and architecture using software decoys and deception as a countermeasure to
attacks on critical software and data. 2) Develop a concept for building individual software decoys and deceptive
techniques that will plug into the overall system, and design one or more individual decoys or deceptive techniques,
3) Develop metrics and a strategy for measuring the effectiveness of the proposed decoys and/or deceptive
techniques. 4) Produce a detailed research report outlining the design and architecture of the system, as well as the
advantages and disadvantages of the proposed approach.

PHASE II: 1) Based on the results from Phase |, design and implement a fully functioning prototype solution. 2)
Provide test and evaluation results that demonstrate the effectiveness of individual software deception techniques
and decoys, as well as the effectiveness of the overall system 3) Develop a fina report describing the strategy,
architecture, and the design and development of individual decoys or deceptive techniques.

PHASE |1l DUAL-USE APPLICATIONS: The technology developed under this research topic will mitigate the
risk of attack on software protection systems and lead to mission assurance. DoD applications that will benefit from
this technology include a wide range of embedded systems, such as weapons systems, avionics, communications,
and sensor systems. Commercial applications include insider threat attribution, communication systems, SCADA
systems, and other high-value targets, such as banking systems. As a result, this technology is vital for both the
DoD and commercia organizations.

REFERENCES:
[1] Jon Latimer, “Deception in War,” The Overlook Press, New Y ork, 2001.
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OSD11-1A3 TITLE: Identification of Critical Resources and Cyber Threatsin the Physical Domain

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: The focus of this research is to develop an innovative system that assists users in rapidly identifying
and mapping cyberspace and physical infrastructure to analyze critical threats and vulnerabilities that impact both
DOD force projection and mission assurance.

DESCRIPTION: Cyber attacks have become a significant threat for DoD operations that are increasingly more
connected and integrated. As DoD relies more on commercial support for communication, troop movement, bases
logistical infrastructure support, the threat to those operations from a cyber warfare perspective increases. Much
research has been performed to date; however there is a strong need for technologies that automatically discover and
correlate physical threats to or critical centralization of cyber resources. Current cyber and network defense is too
focused on virtual resources alone. Almost all cyber defense is performed “on the network” ignoring other critical
factors. These methods often ignore threats in the physical (kinetic) domain. Importantly, these threats can go both
ways. For example, aphysical threat to a military installation can map to a particular threat source, but cyber threats
can map to multiple communication nodes across multiple DoD networks without geographic constraints. Proposed
solutions should allow users to easily provide mappings, automatically identify as many mappings as possible, and
provide mechanisms to incorporate new discovery schemes. Furthermore, the solution should help users quickly
identify single-points of failure and to measure criticality of components. Commercial, government, DoD, and ad-
hoc networks have become nearly ubiquitous. Through extensive abstraction, heterogeneous systems interconnect
and interoperate. Unfortunately, these abstractions make system characterization difficult at best. For example, an
organization may lease network resources from two different providers for redundancy. These networks may be
carried on a single fiber, owned by a common single carrier further upstream. For example, long-haul fiber and
Dense Wavelength Division Multiplexing (DWDM) network increase the likelihood that multiple carriers share
physical infrastructure. Further, off-network infrastructure requirements such as power, cooling, and maintenance
complicate an assessment. The focus of this research is threefold. First involves the development of a methodology
for gathering the critical cyberspace and physical data. Second, it involves the development of algorithms, tools, and
techniques to automatically generate mappings of virtual to physical resources, and to isolate critical components.
The third is the development of a modular operations visualization and analysis framework. New technologies are
needed to gather data, assess vulnerabilities, identify critical dependencies and develop capabilities to help in
understanding the 1st, 2nd, and 3rd order of effects to DOD when critical infrastructure like power plants, air traffic
control systems, sensor webs, and the electrical grid do not perform correctly. The new framework should allow for
quick integration of data sources, provide intuitive visualization (such as a geo-located threats on a world map), and
allow users to manually map between the cyber and physical domains to support decision aiding and assessment.
The framework and these data should be structured such that future components can analyze the multi-domain
model for effective and innovative operations.

PHASE I: Develop a design that will acquire, store, map, and visualize information linking cyber and physical
resources in a coherent operational picture. Technical work should focus on reducing risk for future phases and
developing key technologies to facilitate future work. Specia attention should be paid to gathering the data, to
identifying potentially complex mappings and identifying gaps. Phase | will include a proof of feasibility of key
enabling technologies.
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PHASE I1: Develop prototype software that can be accredited at Technical Readiness Level 6 (TRL 6), that will
effectively acquire, store, manipulate and present the cyber threat and infrastructure data. Create an effective
demonstration that uses representative data to provide proof of concept for computer network defense systems that
defend against emerging threats.

PHASE Ill -- DUAL-USE COMMERCIALIZATION: Military Application: Military operations through cyber
attacks and the ability to quickly and efficiently identify threats and vulnerability to infrastructure as they relate to
cyber assets. Commercia Application: The monitoring, identification, and reconstitution of cyber threatsis a critical
component of overall readiness and infrastructure information to both the planners and first responders.

REFERENCES:
1. A. Bargar, “DoD Globa Information Grid Mission Assurance”, CrossTalk: The Journal of Defense Software
Engineering, July 2008, http://www.stsc.hill.af .mil/crossTak/2008/07/0807Bargar.html

2. “Information Assurance (IA) Implementation”, DoDI 8500.2, February 6, 2003,
http://www.dtic.mil/whs/directives/corres/pdf/850002p.pdf.

3. SCADA, Wikipedia, http://en.wikipedia.org/wiki/SCADA.

KEYWORDS: Cyber threats, networking, mission assurance, operation through cyber attack, information assurance,
computer network defense (CND), supervisory control and data acquisition (SCADA)

OSD11-1A4 TITLE: Cyber Security High Abstraction Contextual Visualization and Decision Support
System

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Develop dynamically adjustable trustworthiness metrics that are tuned to human relevance and to
automated protocols and that can be manipulated with a highly abstract, tangible interface.

DESCRIPTION: During a cyber attack, Continuity of Operations, or other high-rate dynamic context shift of events,
trustworthiness metrics can be so dynamic that cyberspace operators need a real-time high-abstraction interface that
enables on-the-fly control of autonomic systems. Allowing users to control the scope of what they believe is
currently relevant may help enable autonomic and net-centric system of systems to aid the operation of highly
volatile situations encountered during net-enabled spectrum warfare.

Cyberspace analysts must monitor vast amounts of information to enable secure and effective operations. There are
human and automated protocols in place to support this activity, but the subsequent presentation of this information
is not optimized. Therefore, the intent of this research is to develop a smple-looking visualization and control
system that semi-automatically adjusts to events of relevance in the cyberspace domain in an intuitive way to
provide only the appropriate trustworthiness metrics needed for the human supervision of the autonomic trust
protocols.

By alowing very high abstraction control of the top four to seven (+/- 2) things that users care most about at the
moment of use (see citations 5 & 6 below), the system could re-orient the display based on the dynamic scope
control of an underlying ontology representing the breadth of many possible trustworthiness measures that may be
of interest at different phases of sensor system of system operation and context of use. By allowing the system to
dynamically choose scope using abstract representations like topic maps (see 1 below), the appropriate
trustworthiness metrics would be presented to the user and subsequent demand for that kind of data passed to
relevant cyberspace systems for cyber protocol tasking and refinement of data fusion and data analysis.

With the convergence of several streams of technology and with new understanding from the social sciences, a new

capability has emerged in the visualization and control of cyber security systems. Protocols for maintaining operator
trust are based on trustworthiness metrics of the underlying computer and communication systems that are context
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dependent. Some protocols may be more efficaciously invoked than others depending on the situation. Which
protocols the system invokes may be determined before hand by the weightings and priorities of decision support
algorithms, but those traditional artificial intelligence and machine learning approaches have yet to enable fully
automated control of sophisticated protocols across the vast array of possible situations that may arise. Therefore, a
mixed initiative human-machine system is required that blends initiative taken by human operators with their
automated systems.

Mixed-initiative control is premised on functional abstraction hierarchy representations that look like a work-
breakdown structure of activity from strategic level objectives down to actual protocol invocation by automated
systems. Adjustment of the displayed level of abstraction requires a dynamic representation of the context to know
what is most important for the user to see at any given moment. The traditional means of addressing visualization
and control of trustworthiness metrics have been tried and found wanting (4 & 7), and are therefore excluded from
this call for proposas unless they include novel application of emerging technologies. One such possibility has
emerged from the convergence of three schools of diverse disciplines of Topic Maps, Tangible Interfaces and
Sandplay Therapy. (1, 2 & 3) This convergence may be further aided by the advance in electronic location
technologies such as RFID. A final enabler of this convergence is the growing youth culture of gaming. Combining
gaming culture’'s use of tangible and computer displays with the social, psychological and computer interface
technologies could be a convergence that allows for along sought advance in high abstraction interfaces that control
other displays, algorithms and devices while being tightly synchronized with the current situation and context of use
for easy manipulation by a user. Thus, proposals are being sought that offer any effective set of novel combinations
of new and emerging interdisciplinary technologies while excluding solutions that offer single discipline, traditional
approaches.

The goa of thistopic is to conduct new and innovative, interdisciplinary research and development in technologies
for selecting appropriate trustworthiness protocols using advanced human/machine interfaces for the visualization
and control in a cyberspace security contexts of use.

PHASE |: Phase | activity shall include: Design and develop new visualization and control interface technologies
that finds the relevant subset of trust measures and uses these to adjust context dependent trustworthiness metrics,
which will thus enable semi-automated use of trust maintenance protocols and demonstrate a proof-of-principle
prototype for a cyberspace security scenario that shows the control of high abstraction representations and their
linkage to underlying trustworthiness metrics.

PHASE I1I: The researcher shall develop and demonstrate a comprehensive prototype implementing the Phase |
technologies to show ahility for extending this to many relevant trustworthiness metrics for cyberspace use cases
with several redlistic trust protocols and demonstrating a high abstraction representation and interface controlling
automated trust maintenance protocols. The researcher shall detail the Phase I11 plan.

PHASE Il -- DUAL USE COMMERCIALIZATION:

Military application: The desired product for cyber security applied to Command, Control, Intelligence, Surveillance
and Reconnaissance (C2ISR), Electronic Warfare Battle Management or sensor resource management.

Commercial application: This system would benefit any commercial application dealing with gaming and
psychology research or psychotherapy instrumentation or analysis.

REFERENCES:
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2. Brygg Ullmer and Hiroshi Ishii, Emerging Frameworks for Tangible User Interfaces in “Human-Computer
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OSD11-1A5 TITLE: Deterministic Detection for Hijacked Program Execution

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: The objective of this SBIR topic is to design and develop a method for reliable and deterministic
detection method for hijacked execution (D2HE), and to evaluate its capability, performance, and cost.

DESCRIPTION: Achieving information dominance reguires Department of Defense (DoD) to provide information
assurance within its information infrastructures. COTS based hardware and software in our computing systems and
the network are large, complex and hence inherently insecure. Mawares and adversaries regularly exploit our
inherently insecure computing infrastructure. Many approaches have been used to detect malwares and adversarial
intrusion activities. The approach varies from detecting the malware signatures, heuristics behavior monitoring,
white-listing, marking data entering the system (taint tracking), etc. However, even with all of these security
mechanisms, malwares and adversaries still manage to penetrate our system.

One of the often used detection approaches is to insert checkpoints or assertions into the body of the program via
code rewriting process. The location of the check points can be derived from code-analysis or from formal model of
the program. This approach can be effective in detecting error and improper state in a program. An issue with this
approach, in an adversarial situation, is that if the execution of the program is malicioudly diverted by an adversary
(or malware), the subsequent checkpoint may never be reached, and the execution flow diversion may never raise
any alarm.

It is desirable to have a reliable and deterministic alarm which will aways ring every time a program is hijacked.
The word reliable indicates that the alarm cannot be circumvented and deterministic means that the detection
mechanism is has 0% false positive (not statistical or probabilistic). Furthermore, it can be observed that a simple
mechanism operating on one or small number of invariants, as oppose to complex state/rule-based system operating
on multiple events/sequence of events, such as behavior based detection [3][4][5], may be advantageous for
achieving 0% false positive while minimizing fal se negatives. An example of adeterministic method for recognizing
hijacked execution is the venerable taint-tracking method [1][2]. An invariant in this case is a physical and/or logical
condition which aways occurs during execution hijacking, for example, an external data/string being executed
during execution hijacking isthe invariant used in the taint tracking methods [1][2].

Understanding of the invariants in an execution hijacking process plays important roles in deterministically
recognizing it. The challenge in this topic is to develop a reliable and deterministic detection method for hijacked
execution, making use of one or small number of the invariant properties of the execution hijacking process.

PHSE I: Design and develop an efficient method for a reliable and deterministic detection method for hijacked

execution flow (D2HE). Develop a proof of concept prototype for D2HE in an open-source OS environment, and
investigate its cost and effectiveness.
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PHASE II: Further develop and mature D2HE method, develop a full scale D2HE protected system, and perform
full-scale evaluation on the system.

PHASE Il Dual Use Application: This system could be used in a broad range of information security products
within the military, as well as in civilian enterprise applications. The technologies developed in this SBIR will be
beneficial in providing additional resiliency to networked enterprise computing system against malwares and
intrusions.

REFERENCES:
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exploits on commaodity software”, Proceedings of |EEE Symposium on Security and privacy 2005.
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Proceedings of International Conference on Architectural Support for Programming languages and Operating
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4. M. Sharif, W. Lee, W. Chui, A. Lanzi, “Secure in-VM monitoring using hardware virtualization”, Proceedings of
ACM conference on Computer and Communication Security 2009.

5. S. Fischmeister, Y. Ba, “ Sampling-based Program Execution Monitoring”, Proc. of the ACM SIGPLAN/SIGBED
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OSD11-1A6 TITLE: Active Software Defense to Reduce Threat Capability Effectiveness

TECHNOLOGY AREAS: Information Systems

OBJECTIVE: Develop innovative software protection technology containing the ability to support the active
defense of critical software applications.

DESCRIPTION: Current software application defenses are largely passive in nature [1]. When an attack is
detected, these defenses often impose indirect penalties (e.g., deleting cryptographic keys or zeroing memory) in
such a manner that it forces the adversary to reacquire the software and hardware assets, but impose no real-time
penalties on the attacker that prevent the application from becoming compromised in the first place[2] [3].

The focus of this topic is to develop intelligent and cooperative software protection agents that can deploy active
defensive countermeasures [4] and be used in conjunction with other forms of software protection. The desired
software protection system should meet the following requirements. (1) have the ability to monitor, in rea-time,
protected end-nodes and report suspicious activity indicating a possible attack; (2) have the ahility to gather forensic
information on the protected host related to the attack; (3) have the ability to synthesize and assess the collected
information to form a response to an attack; and (4) have the ability to impose direct penalties on the attacker within
the boundaries of the protected host or network environment.

The software protection solution should contain the ability to perform surveillance as well as protection, and should
have the ability to discriminate between a legitimate user and an attacker. Using the captured surveillance
information, the solution should have the ability to react to an attack (e.g., terminating the network connection,
stopping malicious processes, or denying the use of attack tools). Surveillance information of interest includes, but
is not limited to, knowledge of the attacker’s behavior, attack tools and methods used, the type of information being
sought in the attack, and the origin of attack. In the absence of connectivity with human operators, the active
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defensive system must have the ability to act autonomously and respond to an attack, contingent upon meeting pre-
determined criteria. Proportional and subtle responses to an attack are important elements in the protection scheme.
Responses must only occur once it is determined with a high degree of certainty that the host or network the
application resides on is under attack or has been compromised, and the proposa should specify a policy for when
such penalties will be invoked and with what severity.

An example of a system employing active defense is a protection system that (upon attack detection) can
intelligently and proportionally respond to the attack, including sending a warning to a system administrator for a
benign policy violation, redirecting an attacker to a honeypot for intelligence gathering, terminating a network
connection, or covertly degrading the target application prior to piracy by the adversary.

PHASE I:

1) Research and develop a concept for an active software defense that meets the above mentioned requirements.
Operating systems of interest include Linux or Windows.

2) Provide design and architecture documents of a prototype tool that demonstrates the feasibility of the concept.

3) Provide aminimal software prototype that meets one or more of the four requirements listed above.

PHASE II:

1) Based on the results from Phase |, refine and extend the design of the active software defensive system prototype
to afully functioning solution.

2) Provide test and evaluation results demonstrating the ability of the prototype to deploy active countermeasures on
attackers.

PHASE 111 DUAL-USE APPLICATION: Active software defensive technology will serve to protect critical
intellectual property by preventing attacks in real-time, gathering forensic evidence concerning the attack, or
invoking a penalty on the attacker; and as such will find application in both the government and commercial sectors.
Commercial applications can use the active defensive software protection technology described above to monitor,
control, debug, configure, authenticate, update, and patch critical software and data with a reduced risk of
exploitation [5]. Enterprise software that has embedded situational awareness can be used to authenticate and ensure
trust in end-node applications.
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